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1
Decision/action requested

Most of the content of clause 6.8.1 is related to the SUCI. This conflicts with the title of the clause (that refers to SUPI). It is proposed to merge with clause 6.8.2 and clarify some aspects. 
2
References
33.501 v.040
3
Rationale

Changes explained: 

If 5G always sends a SUCI, either null-encrypted SUPI or concealed with another protection scheme, then the text below needs to be adapted accordingly. It is further proposed to merge clause 6.8.1 and 6.8.2 and only address SUCI, which resolves related editor's note: “Most of the content of the present clause is related to the SUCI. This conflicts with the title of the clause (that refers to SUPI).”
Resolving Editor's Note: “It is assumed that SIDF is responsible for de-concealing the SUPI from the SUCI. It is FFS where the SIDF is located. For example, SIDF could be co-located in AUSF or UDM.” This is addressed in the requirements section and does not need to be addressed here.

Resolving Editor’s note: “It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.” Is addressed by mandating that a serving network can enforce the UE to use the null-scheme only, if it has provided re-confirmation from the home network in form of an HN authorization proof. If no authorization proof from the home network would be provided, a fake visited network may force the UE to use the null-scheme.
Null-scheme usage cases is formulated in simpler way with bullet on emergency moved to editor’s note, since emergency does not need SUCI at all.

Resubmission as merger with 2362
4
Detailed proposal

****************** Start of changes ******************

6.8
Subscription identifier privacy


6.8.1














Subscription concealed identifier (SUCI)
The subscription concealed identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. SUPI is the globally unique 5G subscription permanent identifier in the 5G system as defined in 3GPP TS 23.501. 

The UE shall generate SUCI using a protection scheme (see Annex C) with the raw public key that was securely provisioned in control of the home network. 
The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme. The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

NOTE: The scheme-output depends on the protection schemes.
 

The UE shall not conceal the home network identifier (e.g., mobile country or network code).

The UE shall construct the fresh SUCI as consisting of the home network identifier, the identifier of the home network public key, the protection scheme, and the scheme-output.

Editor's note: Further parameters are FFS. 


Editor's note: The freshness and randomization of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
The UE shall include a SUCI only in the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message; 

Editor's note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

Editor’s note: if only one bullet stays, the text above needs modification.

The UE shall generate SUCI using "null-scheme" (see Annex C) only in the following cases:

-
if the home network has configured "null-scheme" as public key scheme; 

- 
if the home network has not provisioned the public key needed to generate a SUCI; 

-
if the visited network requires the UE to use null-scheme and the UE has received an authorization proof of the home network to the UE that null-scheme is mandated. The UE shall only use the null-scheme for one subsequent attach to the same network.
NOTE: if no authorization proof from the home network is provided, a fake visited network may force the UE to use the null-scheme. 

Editor's note: Privacy provisioning is FFS. 

Editor's note: The emergency services are FFS, e.g. whether the UE can also use null-encrypted SUCI, when making an emergency call, and it does not have a 5G-GUTI to the chosen PLMN.
****************** End of changes ******************

�Original text moved up


�Original text moved down





